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Changing Passwords on Cisco ISE (UI-Admin Users
Managed via CLI)

The Central Password Manager enables organizations to change passwords automatically on
remote machines and store the new passwords in the Enterprise Password Vault, with no
human intervention, according to the organizational policy. This plug-in supports the changing of
passwords for users on the Cisco ISE (Ul-Admin Users Managed via CLI) using the SSH

protocol.

Prerequisite

This plugin runs on the Terminal Plugin Controller (TPC) engine. It can be found on the
Marketplace here.

Installation

You will receive the Ciscol SEUIAdmin plug-in zip archive fromyour CyberArk representative. The

following instructions show you how to install it.

Installing the Cisco ISE (Ul-Admin Users Managed via CLI) Plug-in
1. Log in to the PVWA with an administrative account.
2. Go to Administration > Platform Management.
3. Click Import Platform. Upload the CiscolSEUIAdminPlugin.zip file.

Platform Management Last sign in: 3/6/2026 | '@' Administrator ~

== Filter | Search for target account platform |({§- Master policy | v} Marketplace Import platform o
e
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Platform Configuration

Please check that the following platform settings match your environment.

The settings can be modified by navigating to (PVWA Ul) - Administration - Platform
Management - CiscolSEUIAdmin - ... 2> Edit

Platform Management astsignin: 362026 | (@ Administrator

== Filter [ Search for target account platfo policy | ) Import platform A

o = -
v y ange (dys) g Record and save sy
&%) 7 days 90 days Active 90 days
@B
&
@ Targets Dependents G
— 9 results
| Passu Audit
200 Platform Name Version
Vert ave Retention period
B3 ) windows (5)
& ) *NIX (2)
Imported Platfo_. (1)
CiscolSEUIAmin 7 Day 90 Days @
PSM Secure Co_ (1)
Add exception
Manage PSM
connectars

Automatic Password Management - Additional Policy Settings - Parameters

CiscolSEUIAdmin *
Search... Go
= [=] Target Account Platform A

# =] Ul & Workflows
= =] Automatic Paszword Management
=] General
=] Privileged Account Management
=] CPM Plug-in
= | Password Change
=] Password Verification
/=] Password Reconciliation
=| Motifications
4 [£] Generate Password
= [=] additional Palicy Settings
= =] Parameaters

4
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Parameter Name Description Value
Protocol The protocol employed to connect to the target device. SSH
Port The port used to connect to the target device. 22
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Adding CiscolSEUIAdmin Accounts
Adding Accounts through via the Password Vault Web Access (PVWA) Ul:

e Create a new CiscolSEUIAdmIn account or use an existing one.

e Specify the required account properties.

e Associate a reconcile account with the new password object

More Information

Formore information about managing platforms and password objects in the Password Vault Web
Access, refer to the online documentation:

Limit platforms to specific Safes

Manage platforms

General Notes

CiscolSEUIAdmIn plug-in supports the following:
e Password change (via reconciliation)

e Password verification

e Password reconciliation
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Clarification of plug-in purpose:
This Plug-in is intended to manage administrator users listed HERE (example):
= il |dentity Services Engine

) Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Bac

[ |
Dashboard Authentication

Administrators

| Context Visibility Authorization
‘\ Operations Administrators v
+ Add
I Admin Users
' Policy
Admin Groups Status Name Description First Name Last
£ Administration
Settings > Enabled @ admin Default Admin User

Work Centers ) )
[l @ Disabled g sadmin

@ Disabled g ssoadmin
?) Interactive Help

Enabled @ TestAdmin Test Adn

@ Disabled @ ui_admin

O 0o oo 4

This Plug-in DOES NOT manage the users listed here (example):

Identity Services Engine

et 1dentity Services Engine

J' Bookmarks Identities Groups External Identity Sources Identity Source Sequences Settings

B2 Dashboard Dens

Network Access Users

Latest Manual Network Scan

:!  Context Visibility Reslts

‘\ Operations

-+ Add «, Change Status oby Import Ny Export i Delete
{ Policy
Status Username Description FirstName LastName Ema
& Administration
O Enabled ¢ internal_user

n] Work Centers

?) Interactive Help
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